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A Guide to Information Security Support

Intfroduction

ISO 27001 emphasises the importance of providing appropriate support to ensure
the effective implementation, maintenance and improvement of the Information
Security Management System (ISMS). Clause 7: Support, outlines the requirements for
ensuring that adequate resources, competence, awareness, communication and
documented information are in place to meet information security objectives.

Support is a critical component of ISO 27001, enabling organisations to establish,
implement, maintain and continually improve their Information Security
Management System (ISMS). Without the right resources, skilled personnel, effective
communication and proper documentation, the ISMS cannot function effectively or
achieve its objectives. Robust policies and procedures in line with the requirements
of Clause 7 ensures that the organisation provides adequate support to address
security risks, comply with legal and regulatory requirements and maintain alignment
with business goals. This guide explores the key aspects of support and their role in
building a robust and sustainable ISMS.

Key Elements of Support in ISO 27001
ISO 27001 defines the following areas of support:
Resources (Clause 7.1)

e Organisations must determine and allocate sufficient resources to:

e Establish, implement, maintain and continually improve the ISMS.

e Address information security risks and ensure compliance with legal and
regulatory requirements.

Competence (Clause 7.2)

e |dentify the necessary skills and competencies required for employees
involved in the ISMS.

e Ensure personnel are trained and capable of performing their roles
effectively.

e Evaluate and document the effectiveness of training programes.
Awareness (Clause 7.3)

e Ensure employees are aware of:
» The information security policy and their role in achieving its objectives.
» The importance of compliance with ISMS requirements.
» The potential consequences of non-conformities or breaches.
Communication (Clause 7.4)
e Establish clear and effective communication processes related to information
security.
Define:

»  What to communicate (e.g. policies, updates, incident reports).
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* When to communicate (e.g. regular meetings, incident alerts).
» Who to communicate with (e.g. employees, management, external
parties).

» How to communicate (e.g. emails, reports, meetings).

Documented Information (Clause 7.5)

e Organisations must create, update and control documented information
required by the ISMS.
This includes:
» Information necessary for the effectiveness of the ISMS.
» Procedures, records and evidence of compliance with ISO 27001.

e Ensure proper control over documentation, including version control,
accessibility and protection from unauthorised access.

Steps to Implement Support for ISO 27001

Assess Resource Needs

e |dentify the resources (people, technology, budget) needed to support the
ISMS.

e Allocate resources based on risk priorities and organisational goals.

Develop Competence
e Conduct a skills gap analysis to determine tfraining needs.

e Organise regular training, certifications and awareness sessions for staff.
e Maintain records of fraining and assess its effectiveness.

Promote Awareness

e Develop a security culture by communicating the importance of information
security.

e Use newsletters, workshops, posters or infranet updates to reinforce security
awareness.

Establish Communication Channels

¢ Define clear processes for sharing security-related information internally and
externally.

e Regularly update stakeholders on ISMS performance, changes or incidents.
Control Documented Information

e Develop a document management system to ensure documentation is:
= Accessible fo authorised personnel.
» Regularly reviewed and updated.
» Protected against loss, damage or unauthorised changes.
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Common Challenges and Solutions
Limited Resources

e Solution: Prioritise high-risk areas and leverage automation or third-party
expertise where possible.

Lack of Employee Awareness

e Solution: Implement ongoing security awareness programs tailored to various
roles.

Ineffective Communication

e Solution: Establish clear communication protocols and use tools to track and
manage information flow.

Poor Documentation Practices

¢ Solution: Implement version control, conduct regular reviews and ensure
documentation is accessible and well-organised.

Benefits of Effective Support

e Enhanced ISMS Effectiveness: Ensures resources, fraining and communication
support organisational security goals.

¢ Increased Awareness: Promotes a security-conscious culture, reducing risks of
human error or negligence.

e Regulatory Compliance: Meets ISO 27001 requirements and supports audits.

¢ Improved Communication: Fosters collaboration and alignment across
departments and stakeholders.

Summary

ISO 27001 emphasises the importance of support to ensure the effective
implementation and maintenance of an ISMS. This involves providing adequate
resources, ensuring personnel have the necessary skills and training and promoting
awareness of the ISMS and its objectives.

It also requires establishing clear communication processes to share security-related
information and maintaining accurate and accessible documentation to support
ISMS operations. By prioritising these elements, organisations can strengthen their
ISMS, enhance security awareness, ensure compliance and build a culture of
continuous improvement in information security.

By implementing and maintaining strong support mechanisms as outlined in ISO
27001, organisations can ensure their ISMS operates effectively, adapts to changing
risks and remains aligned with business objectives.
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